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WHAT IS CLAIMED IS: 

1 . A method of providing a secure time reference when storing 
data to a medium using write once read many (WORM) protection, wherein the data 
may be written once to the medium, read many times from the medium, but not 
erased, modified, or overwritten, the method comprising: 

receiving a message for storing to the medium; 

determining a message digest based on the message; 

establishing a digital time stamping service having a private key and 
a public key, and capable of generating a published time; 

appending the published time from the digital time stamping service 
to the message digest to create a timestamp; 

digitally signing the timestamp with the digital time stamping service 
private key to create a digital signature; and 

storing the message, the timestamp, and the digital signature to the 
mediimi using write once read many (WORM) protection. 



comprises: 



2. The method of claim 1 wherein digitally signing further 

determining a timestamp digest based on the timestamp; and 
encrypting the timestamp digest with the digital time stamping service 



private key. 



3. The method of claim 1 fiirther comprising: 

storing the digital time stamping service public key to the medium 
using write once read many (WORM) protection. 

4. The method of claim 3 wherein the digital time stamping 
service has a public key certificate, the method further comprising: 

storing the digital time stamping service public key certificate to the 
medium using write once read many (WORM) protection. 
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1 5. The method of claim 1 wherein the medium is a magnetic 

2 storage medium. 

1 6. A system for providing a time secure reference when storing 

2 data to a storage medium using write once read many (WORM) protection, wherein 

3 the data may be written once to the storage medium, read many times from the 

4 storage medium, but not erased, modified, or overwritten, the system comprising 

5 a program medium having instructions stored thereon, the instructions being 

6 executable by a processor to: 

7 receive a message for storing to the storage medium; 

8 determine a message digest based on the message; 

9 establish a digital time stamping service having a private key and a 

10 public key, and capable of generating a published time; 

11 append the published time from the digital time stamping service to 

12 the message digest to create a timestamp; 

13 digitally sign the timestamp with the digital time stamping service 

14 private key to create a digital signature; and 

15 store the message, the timestamp, and the digital signature to the 

16 storage medium using write once read many (WORM) protection. 

1 7. The program medium of claim 6 wherein digitally signing 

2 further comprises: 

3 determining a timestamp digest based on the timestamp; and 

4 encrypting the timestamp digest with the digital time stamping service 

5 private key. 

1 8. The program mediimi of claim 6 wherein the instructions are 

2 fiirtlier executable by the processor to: 

3 store the digital time stamping service public key to the medium using 

4 write once read many (WORM) protection. 
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1 9. The program medium of claim 8 wherein the digital time 

2 stamping service has a public key certificate, and wherein the instructions are 

3 further executable by the processor to: 

4 store the digital time stamping service public key certificate to the 

5 medium using write once read many (WORM) protection. 

1 10. The program medium of claim 6 wherein the storage medium 

2 is a magnetic storage medium. 
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